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AHHOTAIUSA

CraThst MOCBSIIICHA aHAIN3Y COBPEMEHHBIX OMOMETPUYECKUX TEXHOJIOTUH, UCTIOIb3yeMbIX B
MIPaBOOXPAHUTEIFHON JEATENFHOCTH, C aKI[EHTOM Ha CHCTEMBI HJICHTH(QUKAIIMU JTHIHOCTU 110
OTII€YaTKaM MajibleB. ABTOPBI pACCMAaTPUBAIOT SBOTIOIUIO JAKTUIIOCKOITUYECKUX METOJ0B — OT
pY4HOI 00pabOTKM 10 aBTOMATH3UPOBAHHBIX CKAHUPYIOMMX YCTPOHCTB, KIACCHPUITUPYIOT UX
M0 NOpUHIUNY JeHcTBUSA  (ONTHYECKHWe, EMKOCTHBIE, TEIUIOBBIC, YIBTPa3BYKOBBIE,
pPaaroYacTOTHBIE U CEHCOPHI AABJICHUS) M OLICHUBAIOT MX TEXHUUECKUE Xapakrepuctuku. Ocoboe
BHUMAaHHE yAESEeTCSl MPAKTHYECKUM aCHeKTaM MPUMEHEHUs TAaKMX CHUCTEM IPH PACKPBITUU U
paccieoBaHUU TPECTYIJICHUH, BKIOYash TOYHOCTh, CKOPOCTh OOpaOOTKM JaHHBIX U
YCTOMYMBOCT, K BHEUHUM BO3AeHCTBUAM. B pabGore 00O0CHOBBIBaeTcs HEOOXOAUMOCTH
JaJIbHEHIIIEr0 COBEPILIEHCTBOBAHUS aITOPUTMOB UJICHTU(HUKALIMU C HUCIIOJIb30BAaHUEM METOJ/I0B
MAIIMHHOTO OOYy4eHUs, NUCKyCCTBEHHOTO MHTEIJIEKTa M TPEXMEPHOro ckaHupoBaHus. CrenaH
BBIBOJI O TOM, YTO OMOMETPUYECKHE CHUCTEMbl Ha OCHOBE OTIIEYATKOB Majbl€B OCTAOTCS
HaAEKHBIM U TEPCIIEKTUBHBIM HHCTPYMEHTOM B JEATEIFHOCTH NMPAaBOOXPAHUTENBHBIX OPTaHOB,
OJIHAaKO TPEOYIOT MOCTOSIHHOTO TEXHUYECKOTO OOHOBJIEHHS U TPABOBOTO PEryIMPOBAHHUSL.
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BBenenue

B IIOCIEAHNE ACCATUIICTUA 6I/IOMeTpI/I‘-IeCKI/I€ TEXHOJIOTMH CTajJli HEOThEMIEMOM YacThIO
oOecrieyeHust 0€30MaCHOCTH M MpaBoIopsAaka. X mpuMeHeHue MpaBOOXPaHU TEIbHBIMH OpraHaMu
OTKPBIBAET HOBBIE TOPU3OHTHI B OOpbOE C MPECTYMHOCTHIO, OJHAKO BMECTE C TEM BO3HUKAET PAL
CEPBE3HBIX MPOOIIEM, TPEOYIOIMX THATEIFHOTO aHann3a. OCHOBHBIMU 33auaMi OHMOMETPHYECKUX
CUCTEM SBJISIETCS MJACHTU(HUKAIUSA U ayTeHTH(UKAIMs JHUYHOCTH HAa OCHOBE HWHIWBUIYaJbHBIX
(1)I/I3I/I‘-ICCKI/IX N MOBCACHYCCKUX XapaKTCPUCTHUK.

OmHUM U3 cCaMbIX YacTO HCIOJB3YyeMbIX BUJIOB OMOMETPUUYECKUX NAHHBIX SBJSETCS OTIEYATOK
najblla PyKH 4YesoBeka. [lanmuiuisipHbie y30pbl MPEACTABISIOT COO0N YHUKATBHBIN OMOMETPHYCCKUIA
Marcpual, HpI/IFOI[HLIfl A1 PCHICHUA I/I,ZLGHTI/I(bI/IKaI_[I/IOHHLIX 3aJa4y B CUITYy HWHAWBUAYAJIBbHOCTH,
MOCTOSIHCTBA, BOCCTAHABIMBAEMOCTH U OTPakaeMOCTH. JJaHHBIN BUJT OMOMETPUYECKUX TaHHBIX UMEET
JOBOJIBHO HIPIpOKHfI CIICKTPp NPUMCHCHHA B TOM YUCJIC B HpaBOOXpaHI/ITeJII)HOﬁ JCATCIIBHOCTU.

OcHOBHAA YACThH

B coBpeMeHHBIX YCIOBHSIX MPOTHUBOACHCTBUE MPECTYITHOCTH CTAHOBUTCS BCE OOJIee CIIOKHBIM,
IIPAaBOOXPAHUTENbHBIE OPTaHbl HYKJA0TCA B 3(PEKTUBHBIX MHCTPYMEHTAX, MO3BOJISIOIMX TPOBECTU
UJCHTU(UKAINIO U ayTeHTH(UKALHMIO JTHUYHOCTU. Takyl0 BO3MOXKHOCTH IPEIOCTABIISAIOT CHCTEMBI
OnomMeTpruecKol MAECHTU(UKALMU IO OTIEYaTKkaM NaybleB. /laHHas TeXHOJOIUs Mpolwia MyTh OT
pydHoit  o0pa®OTKM  JAKTUIIOCKOIIMYECKOM HHpopMAIlMU 10  BBICOKOTEXHOJOTHYHBIX
aBTOMATH3UPOBAHHBIX CHCTEM, IPUMEHSIEMBIX B IPABOOXPAHUTEIBHON IS TEIbHOCTH.

PaboTa ycTpoiicTB, mpeqHa3HAUEHHBIX ISl HACHTH(GUKAIINY 110 OTIIeYaTKaM TallblleB, OCHOBAaHA
Ha aHajM3e MalWUIAPHBIX JUHUNA Ha MOAYyIIEYKax majiblieB pyk. CkaHUpyOlee YCTPOHCTBO
3aXBaThIBAET YHHUKaJIbHOE H300pakeHUE, KOTOpoe 3areM ImpeobOpasyercss B  LU(pPOBOi
OuoMeTpuueckuil mabgoH. DTOT IIA0JIOH MCHONB3YeTCs U1 UIEHTU(UKAlMU JIMYHOCTH. B pamkax
PAcKpbITHS U PpacclefoBaHUs TMPECTYIJICHUH, KIIYEBBIM 3TaloM SBJSETCS COINOCTaBJICHHE
OTIIEYAaTKOB TAJIBIEB, OOHAPY)KEHHBIX Ha MECTE MPOMCIIECTBUS, C NAKTHIOCKOTMYECKUMH KapTaMH,
XpaHsAIMMUcs B 0a3e JaHHBIX. DTOT MPOILIECC MO3BOJISAET YCTAHOBUTH JINYHOCTh IPECTYITHHUKA. B cBsi3n
C 3TUM, HEOOXOIUMO YAEISITh 0CO00€ BHMMAHHE YIYUIIEHUIO TEXHUYECKUX XapaKTepUCTHK
CKaHHUPYIOIMX YCTPOHCTB. BakHO 00ecmeunTh BBICOKYIO TOYHOCTh (MKCAIlMM OTIEYaTKOB U
HAJEXKHOCTh ONpPENENCHUS MX NPUHAIISKHOCTH KOHKPETHOMY JHUIy. DTO IO3BOJUT IOBBICUTH
3(pPEeKTUBHOCTD HCIIOIB30BAHUS JAKTHIIOCKOITMYECKOH WH(OPMAIIUH B PACKPBHITHU U PaCCIIeIOBAaHUN
MPECTYIIICHUM.

B 3aBrCHMMOCTH OT UCIIOIB3YEMOW TEXHOJOTUM YCTPOMCTBA, MO3BOJIAIONIME MOTYYUTh OTIEYATOK
nablia JeTcs Ha cieayronme rpymnisl (puc. 1) [@ponosa, Konwisikosa, 2022].

B omntuueckom ckaHepe (puc 2.) HCIOJB3YyeTCS MAacCHUB JIETEKTOpOB Ha (GoToaMogax |
(GOTOTpaH3UCTOPAX, KOTOPHIE CIYXaT IS IMPEoOpa30OBaHMS SHEPIHHM CBETA, ITOMAJAIONIET0 Ha
JIETEKTOP, B 3JIEKTpUUeCcKuii 3apsia. biok cencopa 00bIYHO BKITIOYAET B €05l CBETOMOIHYIO ITOJICBETKY
JUTSL TIAJTBIIA.

B HacTosee BpeMsi B ONTHYECKUX CEHCOpax MCIoib3yeTcs aBa Thuna aerekropos: CCD u CMOS
ontuueckue wmarpuiel. CCD (Charge coupled device) Gonece YyBCTBHUTEIBHBI IMPH HH3KOH
OCBEIIICHHOCTH U CIIOCOOHBI TOTY4aTh XOPOIIME MO Ka4eCTBY M300paKEHHS, COJIEpKalpe OTTCHKU
ceporo 1nBera. CMOS-MaTpunbl MMEIOT BCTPOEHHBIE B UHWII HHCTPYMEHTAJIbHBIE CpEICTBA
IpeBapuTeIbHON 00pabOTKN M300paXKeHusl, YTO MO3BOJISIET MOJYYUTh KAYECTBEHHOE M300pakeHue
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CKaHUPYEMOTO OOBEKTa.

YCTPHHCTBB. CHKaHHPOBEAHHA OTNEYATKOE NaJbLCE

OnNTHYECKMEA
CEHCOop

CeHcop

Hagnexua

EMHKOCTHEIRA - YnbTpaseykosoi |
ceHcop CeHcop

- PaaMoMacToOTHBIN
Tennoeoi ceHcop

ceHcop

Pucynok 1 - Kiaccn ukanus ycTpoucrs,
NpeHA3HAYEHHBIX /15l CKAHMPOBAHMSA OTIEYATKOB NAJbleB

Pucynok 2 — CkaHep oTne4aTka najbla

o criocoOy moACBETKN ONTHYECKHE CEHCOPBI MOXKHO Pa3IeIUTh Ha CIEAYIOLE TPYIIbL:
1. ucnonb3yronme MOJACBETKY OTPaKEHHBIM CBETOM;

2. MICTIOJIB3YIOIME CKBO3HYIO TIOJICBETKY;

3. HCTIOJIB3YIoNKEe OeCKOHTAKTHBIC MK 3 D-ceHcophl.

&

Pucynok 3 — EMKOCTHBIH CKaHep 0THEeYaTKA NaJabla

B emxoctHbIX ckaHepax (puc Ne 3) mpuUMEHSIETCS TEXHOJOTHS OMPEACIICHHS SJIEKTPUUYCCKON
E€MKOCTH, BO3HHUKAIOIIECH MEXIy MOBEPXHOCTHIO JATYMKA M KOHTAKTHPYIOIMM C HUM manbieM. B

HaHHOﬁ TEXHOJIOTHMH ITAJICI BBIITOJIHACT POJIb 0I[HOI71 IJIaCTHUHBI KOHACHCATOPA, a IMOJIYITPOBOAHHUKOBAsA

IUTOIA/IKA CEHCOpa BBICTYNAET B KauecTBe Apyroi. DopMupoBaHHE M300paKeHHs HNAHUIIPHOTO
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y30pa OCYIIECTBJISIETCSI HAa OCHOBE Pa3HUIIbI B AJIEKTPUUECKON €MKOCTH, O0YCIIOBJIECHHBIX pa3InYleM B
pacCTOSSHUM MEXAYy YIIYyONEeHUSMA ¥ BBICTYIAaMHU MaNJUIIPHOTO y30pa TMajiblla PYyKH.
[IpenmymmiecTBOM E€MKOCTHBIX CEHCOPOB SIBJISIETCSI WX KOMITAKTHBIM pa3Mep IO CPaBHEHHIO C
ONTUYECKUMHU aHAJIOTaMH, a TAKKE WX HEBBICOKAasi CTOMMOCTh IMPOU3BOCTBA.

Pucynok 4 — TerioBoii ckaHep 0THe4YaTKAa NajbLa

TermoBbie ceHCOpBI (puc. 4) MCIMOMB3YIOT TOT JK€ CaMBIM MHUPORJICKTpUYECKU A(pexr, dTo
MpUMeHseTCsl B UH(pakpacHbIX Kamepax. Ilpu koHTakre rpeOHEH MamuULIPHOTO PUCYHKA Taiblia
PYKH C CEHCOPOM IPOW3BOJAUTCS M3MEPEHHUE TEMIIEPaTyphl, YTO IMO3BOJSET MOIYyYUTh TEIJIOBOES
n3o0pakenne orneyarka. OCHOBHAs MpoOIemMa 3TOro METO/a 3aKII0YaeTCs B TOM, YTO OyKBAJIBHO
Yyepe3 HECKOJIBbKO JECSThIX JOJEH CeKyHIbl Temreparypa TpeOHed W BO3AYIIHOTO 3a30pa KaHABOK
BBIPAaBHUBACTCS U HM300pakeHHe (AKTUUECKH cTupaercsa. YToObl ceHcop paboTan B IIMPOKOM
JUanazoHe TeMIepaTyp, B TOM YHMCIIE M KOTJa OKpYXKarollas TemIepaTypa ONu3Ka K TeMIieparype
nasblia, TUIOMIAJIKY CEHCOpa JOTMOJHSIOT cucTeMol mojorpeBa. [list ycTolunBoi pabOThl JaHHOTO
BHJIa CEHCOPOB JIOCTATOYHA pa3HUIIA TEMIIEPATYp MUHUMYM B OJIUH TPAJYC.

Cpenu ceHCOpOB JaBJCHHS BBLACISIOT MPOBOJSIME IMIEHOUHBIE IeTekTopbl 1 MEMS (Muxpo
AJIEKTpOMEXaHWUECKue ycTpoiicTBa). [lepBbIli THI TIpEACTaBISET COOOW JBa CJIOS SJEKTPOJIOB Ha
rubkoii mienke. MEMS - 310 TexHOMOTHS, KOTOpash MCIONB3YeT CBEPXMUHHUATIOPHBIE KPEMHHEBHIC
nepexoyarenu, coopannsie B Matpuily. Korna masen kacaercss mepekirodaress, OH 3aMbIKaeTcs U
MOJACT SJICKTPUYECKHi CUTHaN B OJ0K 00paboTku. CeHCOpbl NaBJIEHUS UyBCTBHTEIBHBI K CHUJIC
HaXaTHs U TPeOYIOT HEKOTOPHIX HABBIKOB MPU HUCIIOIB30BAHUU.

L.

-
-—

B

PucyHok 5 — YabTpa3sByKkoBO#l CKaHep OTHeYaTKa Najbua

VYibTpa3BykoBoil ckaHep (puc. 5) o0namaeT YHUKAIbHOM CHOCOOHOCTBIO, MO3BOJISAIOLICH eMy
MPOHUKATHh CKBO3b IMOBEPXHOCTHBIC CIOM KOXKU. OH aHAIM3UPYET CTPYKTYPY, HAXOJSIIYFOCS IO
SMUJIEPMUCOM, TO €CTh IMOJ] MOCTOSHHO OOHOBJISIOIIMMCS BEPXHHUM CIIOEM KOXXHOTO TTOKpPOBA.
brnaronaps 3TOoMy CBOWCTBY, YAbTPa3BYKOBOW JaTUMK HE MOJBEPKEH BIIUSHUIO 3arps3HEHUUN WIIM
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HE3HAYUTENbHBIX IOBPEXKACHHUI Ha MOBEPXHOCTH NanbleB. OJHAKO, CTOUMOCTh JAHHOW TEXHOJIOTUU
OCTaeTCsl BBICOKOM, YTO MNPENATCTBYET €€ HIMPOKOMY pacmpocTpaHeHuto. Kpome toro, mporecc
CKaHUPOBAaHUS 3aHUMaeT OoJibllle BpPEMEHU IO CPaBHEHHUIO C JAPYIMMU THIIAMH CEHCOpoB. B
pe3ysbTaTe, YAbTPa3BYKOBbIE CKAaHEPHI OKA HE HAIUIM IMPOKOr0 IPUMEHEHUS Ha IPAKTHKE.

PucyHok 6 — YIbTpa3ByKoBOii CkaHep OTIeYaTKa Majabla

B pammouactoTHOM ckaHepe (puc 6) paaMocurHal HEOOJIBIIOW MOIIHOCTH M3IydaeTcs
CIELHAJIBbHBIM IEPEIaTUNKOM, a OTPAXXKEHHBIH OT MaJiblia CUTHAJI IPUHUMAETCS MaCCUBOM JETEKTOPOB,
I7ie KaXIblil 1eTeKTop SABISETCS, IO CYTH, MUKPOAHTEHHOM.

Hcnonp3oBaHne OMOMETPUYECKUX CHCTEM Ha OCHOBE OTIIEYAaTKOB IMAaJbl[eB MMEET P
[IPEUMYILECTB:

— BBICOKasl CTENEeHb TOUHOCTHU (COBPEMEHHBIE AJITOPUTMBI ITO3BOJISIOT IOCTUTAaTh TOYHOCTH 99,9

%);

— ObIcTpOTa UMACHTU(PUKALUMM (AaBTOMAaTH3UPOBAHHBIE CHCTEMBI C BBICOKOH CKOPOCTBIO

00pabaThIBaIOT W COMOCTABIISIOT HH(QOpMAaIHio);

— HEBO3MOXKHOCTh (aJibcU(PUKALIMU JaHHBIX (B OTJIMYUE OT JOKyMEHTAJIbH bIX HJACHTU(PUKATOPOB,

OMOMETpHYECKHEe  HMEIOT  YHHMKAJIbHBIE  XapaKTepUCTUKU,  KOTOpblE  HEBO3MOXKHO
BOCITPOU3BECTH ).

3aKJI04YeHne

buomerpuueckue CcUCTEMBI, OCHOBAaHHBIE Ha aHajM3€ OTIEYATKOB NAJIbLIEB, YK€ JaBHO
3apEKOMEHOBAIM ce0sl KaK MOUIHBIA HHCTPYMEHT B apceHalleé MPaBOOXPAHMTEIbHBIX OPraHoB.
OnHako C pa3BUTHEM TEXHOJOIMM, MX IMOTEHIHUal B PpacClIelOBAaHUU MPECTYIUIEHUH TOJIBKO
pacumpseTcs, OTKpPbIBash HOBbIE BO3MOXXHOCTH TOBBIIICHUS S(OPEKTUBHOCTHM W TOYHOCTH HX
npuMeHeHus. llepcreKTUBHBIMU HallpaBJICHUSMHU pPa3BUTHUS JAHHBIX TEXHOJOTHM  SBISIOTCS
ONTUMHU3ALIMS AITOPUTMOB aHAJIM3a U COMOCTABICHUS MH(POPMALIMH, OCHOBAaHHAs HA MCIIOJIB30BAHUN
MallMHHOTO 00y4deHus, 3d-CKaHMpPOBaHWS, aHANM3a JAWHAMUYECKAX XapaKTEPUCTUK, a TaKKe
UCKYCCTBEHHOIO MHTEJUIEKTA.
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Abstract

The article is devoted to the analysis of modern biometric technologies used in law enforcement,
with an emphasis on fingerprint identification systems. The authors examine the evolution of
fingerprint methods — from manual processing to automated scanning devices, classify them by the
principle of operation (optical, capacitive, thermal, ultrasonic, radio frequency, and pressure
sensors), and assess their technical characteristics. Particular attention is paid to the practical aspects
of applying such systems in the detection and investigation of crimes, including accuracy, data
processing speed, and resistance to external influences. The work substantiates the need for further
improvement of identification algorithms using machine learning methods, artificial intelligence,
and three-dimensional scanning. Itis concluded that biometric systems based on fingerprints remain
a reliable and promising tool in the activities of law enforcement agencies; however, they require
constant technical updating and legal regulation.
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